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A Decentralized Face Mask Distribution System Based on
the Decentralized Identity Management
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ABSTRACT

Identity authentication is an important technology that has long been used in society to identify individuals and provide appropriate
services. With the development of the Internet infrastructure, many areas have expanded into online areas, and identity authentication
technologies have also expanded online. However, there is still a limit to identity authentication technology that relies entirely on trusted
third parties like the government. A centralized identity management system makes the identification process between agencies with
different identity management systems very complex, resulting in a waste of money and time for users. In particular, the limits of the
centralized identity management system were clearly revealed in the face mask shortage in the 2020 COVID-19 crisis. A Decentralized
Identity (DID) is a way for users to manage their identity on their own, and recently, a number of DID platform based on blockchain
technology have been proposed. In this paper, we analyze the limitations of the existing centralized identity management system and
propose a DID system that can be utilized in future national emergency situations such as COVID-19.
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Fig. 1. ldentification Process in Proposed System

Table 1. Notations

Notations Description

Or A set of user’s credentials

Oy A merkle root generarted from a subset of user’s
roo credentials(Cr,...Cr,)

Sigae A digital signature generated by a secret key of

‘ user

H() A cryptographic hash function

ID, Identity of a user z

Path, A merkle path to verify credential Cr,
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Table 2. Evaluation Result

Evaluation Law Result Description
Only users who have the same private key as the key used in the certificate have control over
User Control High |the issued certificate. This can be verified by anyone with a digital signature created with the

corresponding private key.

Minimal Disclosure | Medium

Users can use only the information they wish to disclose in a subset of the attributes contained
in the issued credential. Each subset can be verified by the digital signature of the issuing entity.

Justifiable Parties High

Credentials are recorded only as hash values of Merckle Tree on the blockchain and are not
disclosed to third parties. Only justifiable parties can receive the original value of the
credential for verification from the user in the user's identity verification process.

Directed Identity Low

Provides only unidirectional identity

Design for a Pluralism | High
APIs already developed.

Proposed systems assume to operate on the public blockchain such as Bitcoin and Etherium.
It is possible to work with other existing identity management systems by utilizing various

Human Integration High
other user’s ID.

In the proposed system, user terminals can be provided in the form of mobile apps. User
authentication is easy without having to view and enter ID cards, and cannot be used to steal

Consistent Experience | High

simplified to provide services.

Through authentication using QR code in the mobile app, the certification process can be
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